D
w ‘ é ISSN(O): 2320-9801
II.' I R cc E ISSN(P): 2320-9798

International Journal of Innovative Research 1in

Computer and Communication Engineering
(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Impact Factor: 9.927 Volume 14, Issue 5, May 2026

@ www.ijircce.com X ijircce@gmail.com & +91-9940572462 (L +9163819 07438



©2026 IJIRCCE | Volume 14, Issue 5, May 2026 DOI: 10.15680/IJIRCCE.2026.1405105
A A B T IR Dl | e-ISSN: 2320-9801, p-ISSN: 2320-9798| Impact Factor: 9.927| ESTD Year: 2013|

% p} m International Journal of Innovative Research in Computer
m ; and Communication Engineering (IJIRCCE)
IJI R CCE (A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

RFID Cloud Integrated Attendance
Monitoring System

Prof Suvarna R'. Rohile, Atharv S. Ubhe?, Gautam S. Kankal?, Mayur A. Jain’
Lecturer, Dept. of Electronics & Telecommunication Engineering, Sinhgad College of Engineering, Pune, India!

UG Students, Dept. of Electronics & Telecommunication Engineering, Sinhgad College of Engineering, Pune, India®

ABSTRACT: “The RFID—Cloud Integrated Attendance Monitoring System” is a smart, automated solution designed to
simplify and secure the process of attendance management in educational institutions and organizations. Traditional
manual attendance methods are often inefficient, error-prone, and susceptible to proxy marking. To address these
issues, this project integrates Radio Frequency Identification (RFID), Cloud Computing, and biometric authentication
technologies to ensure high levels of accuracy and security. In the proposed system, each user is assigned a unique
RFID card, which, when scanned through an RFID reader connected to an ESP-32 microcontroller, initiates the
attendance process. To enhance security, the system implements a two-way verification mechanism by incorporating a
fingerprint sensor. Attendance is recorded only when both the RFID card and the corresponding fingerprint are
successfully verified, thereby eliminating proxy attendance. The ESP-32 communicates with a centralized web portal
over Wi-Fi, where all attendance data is uploaded and managed in real time. The web-based platform allows
administrators and authorized users to monitor attendance instantly, view detailed records, and generate automated
reports. Additionally, the system sends alert notifications via email when a student’s attendance percentage falls below
a defined threshold, such as 40%.Its adaptability makes it suitable for schools, colleges, universities, corporate offices,
and other organizations.

KEYWORDS: Attendance monitoring system, Esp32 Microcontroller, RFID and Fingerprint authentication, Real-
Time Data monitoring, Web based portal, Data logging and Managing

L, INTRODUCTION

Attendance management is a fundamental and recurring activity in every educational institution and organization.
However, traditional systems such as manual registers or paper-based logs are time-consuming, error-prone, and prone
to proxy marking. With the advancement of technology, there is a growing need for an automated, secure, and reliable
attendance monitoring system that reduces human effort, ecliminates inaccuracies, and provides real-time
insights.RFID—Cloud Integrated Attendance Monitoring System is designed to address these challenges by combining
Radio Frequency Identification (RFID), biometric authentication, and Internet of Things (IoT) technologies. In this
system, each individual is assigned a unique RFID card, which initiates the attendance process when scanned. To
enhance security, a fingerprint sensor is used for two-factor verification, ensuring that attendance is recorded only when
both the RFID card and the corresponding fingerprint are successfully verified, thereby preventing proxy attendance.
The system uses an ESP32 microcontroller to transmit attendance data over Wi-Fi to a centralized web portal, where
records are stored and managed in real time. This platform allows teachers, administrators, and authorized users to
access and monitor attendance from anywhere. It also supports report generation and sends automated email alerts
when attendance falls below a set threshold. Overall, the system provides an efficient, accurate, and scalable solution
that reduces administrative workload, enhances data security, and improves operational efficiency

I1. PROBLEM DEFINITION

Traditional attendance management systems used in educational institutions and organizations are largely manual,
relying on paper registers or basic digital entry. These methods are time-consuming, prone to human errors, and lack
reliability. One of the major issues associated with such systems is proxy attendance, where one individual marks
attendance on behalf of another, compromising the authenticity of records. One of the most significant drawbacks of
manual attendance systems is their vulnerability to proxy attendance, where one individual marks attendance on
behalf of another. This malpractice directly affects the accuracy and credibility of attendance records, leading to unfair
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evaluations and reduced accountability. Additionally, manual systems require significant administrative effort for
maintaining records, calculating attendance percentages, and generating reports, which increases workload and reduces
overall operational efficiency. Existing automated systems using only RFID technology improve speed but still suffer
from security limitations, as RFID cards can be misplaced, duplicated, or shared among users. Additionally, many of
these systems operate on local storage, lacking real-time data access, centralized monitoring, and remote accessibility,
which are essential for modern institutions. There is also a lack of integration between identification, authentication,
and cloud-based data management, resulting in fragmented systems that do not provide a complete, secure, and scalable
solution. Administrators often face difficulty in tracking attendance patterns, generating reports, and receiving timely
alerts for low attendance.

Therefore, there is a need for a secure, automated, and real-time attendance monitoring system that:
» Eliminates proxy attendance through robust authentication

* Ensures accurate and reliable data collection

* Provides centralized and cloud-based data storage

* Enables real-time monitoring and reporting

* Reduces manual effort and administrative workload

Addressing these challenges requires the development of a smart, secure, and IoT-enabled attendance monitoring
system that integrates identification technologies, biometric authentication, and cloud-based data management. Such a
system would not only improve accuracy and security but also enhance transparency, efficiency, and overall
productivity in attendance management processes.This project aims to address these challenges by integrating RFID
technology, biometric fingerprint authentication, and IoT-based cloud connectivity into a unified smart attendance
system.

III. LITERATURE SURVEY

Attendance plays a vital role in maintaining discipline, evaluating performance, and ensuring accountability in
educational institutions and corporate environments. Traditional methods of attendance management, such as paper
registers and manual data entry, are time-consuming, error-prone, and susceptible to manipulation, including proxy
attendance. These methods also lack real-time monitoring and centralized access, making them inefficient for largescale
institutions with many users. Several researchers and developers have explored innovative solutions to improve
attendance management through automation and technology integration.

1. Meghana Inturi et al. (2024), in their paper “Smart Attendance Management System using Radio Frequency
Identification” (IEEE ICCSP 2024), designed an RFID-based system for automated attendance recording. Their
research emphasized the effectiveness of RFID in minimizing human errors and improving operational speed compared
to traditional methods. However, the study relied on local data storage, limiting real-time accessibility and cloud
synchronization.

2. Similarly, S. M. Abir and M. M. Hasan (2023), in “Design and Implementation of a Smart Attendance System using
Arduino and RFID” (IJCA, Vol. 179, No. 35), presented a low-cost RFID-based system using microcontrollers. Their
model was reliable and accurate in capturing attendance but lacked cloud integration, which restricted its use in
multilocation environments.

3. S. Gupta and S. P. Singh (2020) proposed an enhanced version titled “Smart Attendance System using RFID and IR
Sensor with Data Analytics” (IJARCSSE, Vol. 10, No. 1). They combined RFID with data analytics to generate
attendance insights and performance trends. Although the analytical aspect added value, the system operated offline,
limiting real-time monitoring and scalability.
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IV. SYSTEM DESIGN
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FIGURE. 1. BLOCK DIAGRAM

A. System Overview The system consists of:

o RFID Module(Captures the unique ID of the user)

¢ Biometric Module(Verifies identity using fingerprint authentication)

e Processing Unit (ESP32)(Controls system flow and sends data to server)
« OLED Display(Provides real-time user feedback)

Cloud Server & Database(Stores and manages attendance data)

Web Portal(Enables monitoring, report generation, and alerts) Working Process:
User scans RFID card

RFID data sent to ESP32

ESP32 checks database

Fingerprint verification performed

If valid — attendance marked

Data transmitted to cloud server

Stored in database

Displayed on web portal,Managed and Report is generated

PHRNAN RN =

System Requirements Hardware:
RFID reader

o Fingerprint sensor

« ESP32 microcontroller
+« LCD/OLED display

e« Buzzer

« Power supply.
Software:

o Visual Studio Code

o Ecllipse IDE

e Arduino IDE

o Tinkercad
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V. FLOWCHART
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FIGURE. 2. FLOWCHART
VI. FINAL RESULT

The results obtained from the implementation of the RFID—Cloud Integrated Attendance Monitoring System show that
the system works effectively and achieves its intended objectives. The integration of RFID technology with
fingerprintbased biometric verification ensures accurate and secure attendance marking. The two-way authentication
mechanism successfully eliminates proxy attendance, which is a major limitation of traditional and RFID-only systems.
The webbased portal significantly enhances the system by enabling real-time data storage, monitoring, and
accessibility. Features such as the admin dashboard, user management module, and activity logs allow efficient
tracking, management, and analysis of attendance data. The ability to filter and export logs further improves usability
and supports better record maintenance.The system operated continuously without interruption, demonstrating reliable
automation performance.The Final Result of RFID cloud Integrated Attendance monitoring system is shown below:
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Figure.3.Admin Login Page
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Figure.4.User Dashboard
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VII. CONCLUSION AND FUTURE SCOPE

The project titled “RFID—Cloud Integrated Attendance Monitoring System” has been successfully designed and
implemented to provide a smart, secure, and efficient solution for automated attendance management. The system
effectively integrates RFID technology, fingerprint-based biometric authentication, and a web-based portal to ensure
accurate and reliable attendance recording. The system also enhances transparency and efficiency by reducing manual
work, minimizing errors, and providing real-time updates. The successful integration of hardware and software
components demonstrates the effectiveness of IoT-based solutions in modernizing traditional attendance systems.
Future Scope:Mobile Application Integration:Develop a dedicated mobile application for students, teachers, and
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administrators to access attendance records, receive alerts, and monitor attendance in real time. Al-Based
Analytics:Implement machine learning techniques to 1117nalyse attendance patterns, predict defaulters, and generate
automated performance reports for better decision-making. Facial Recognition Integration:Integrate facial recognition
technology along with RFID and fingerprint verification to enhance security and provide multi-factor authentication.
Overall, the project provides a scalable, cost-effective, and user-friendly attendance management system suitable for
educational institutions, offices, and other organizations. It highlights the potential of combining RFID, biometrics, and
cloud technology to improve productivity, security, and operational efficiency.
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